MHOOPMALIMOHHA S TIAMSITKA
JUTSI OBYYATIOLLIMXCS JUTSI PASMELLEHUS
HA O®UITMAIBHBIX UHTEPHET-PECYPCAX

C KaXXIAbIM I'OJJOM MOJOACKHU B MHTCPHETC CTAHOBUTHLCA 6OJII>HIG, d IIKOJIbHUKHKU OJHH M3
CaMbIX aKTHBHBIX MOJIb30BaTEICH PYHGTa. Mexcz[y TCM, IIOMHUMO OTPOMHOI'O KOJIMICCTBA
BOSMO)KHOCTCI\/'I, HHTCPHCT HCCCT U HpO6JICMI)I. OTa nmamsTKa JOJIDKHA IIOMOYb Tebe
Oe3o01acHo HaXOIUTHBCA B CCTH.

KomnerorepHsie BUPYChI

KoMIbroTepHBIii BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX IIPOTPaMM, OTJIMYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTH K pa3MHOXKEHHUIO. B ononHenue k 3Tomy,
BHUPYCHI MOT'YT HOBPEAUTH WU MOJTHOCTBIO YHUUTOKUTH BCE (pailiibl U JaHHBIE,
MOAKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHHU KOTOPOTo ObliIa 3ammylieHa 3apaXxeHHas
porpamma, a TaKXe MOBPEAUTh WIH JJaXKe YHUUTOKUTh ONEPAIIMOHHYIO CUCTEMY CO BCEMU
(aiinamu B 1ejaoM. B OoNbIIMHCTBE ClydaeB paclpOCTPAHAIOTCS BUPYCHl YePE3 HHTEPHET.

MGTOI[I)I 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. Vicionb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHb
3aIIUTHI OT BPEAOHOCHBIX MTPOTPAMM;

2. IlocTtosiHHO ycTaHaBIMBaM MayTu (LIMGPOBBIE 3aMJIATKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABIIMBAIOTCS C LENbIO TOPaOOTKH MPOrpaMMbl) U Jpyrue OOHOBJIEHUsI CBOEH
onepanuoHHOM cuctembl. CkaunBai uxX TOJNBKO ¢ oduiranbHoro cairta pazpadborunka OC.
Ecnu cyiecTByeT pexuM aBTOMaTHYECKOTro OOHOBIIEHUS, BKIIIOUYH €T0;

3. PaboTaii Ha cBOeM KOMIIBIOTEpE IO TpaBaMU IMOJIb30BATENS, 2 HE aIMUHUCTPATOpa. ITO
HE MO3BOJIMUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTAJUIMPOBATHCA Ha TBOEM
MEPCOHAILHOM KOMIIBIOTEPE;

4. Vcnionb3yil aHTUBUPYCHBIE MMPOTPAMMHBIE TPOTYKTHI U3BECTHBIX TPOU3BOIUTENEH, C
aBTOMATUYECKUM OOHOBIICHHEM 0as3;

5. Orpannub GpU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Ucnonp3yil BHENTHUE HOCUTENH NH(OPMAITUH, TaKue Kak ¢uielika, TMCK uin (Haii u3
WHTEpHETA, TOJIHKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (paiiyibl, TOJYUYEHHbIE U3 HEHAJEAKHBIX UCTOUHUKOB. [laxe
Te (hailsibl, KOTOPBIE TPUCIAT TBOM 3HAKOMBIN. Jlydllle yTOYHHU y HET0, OTIPABJISUI JIU OH TeOe
UX.

Cetn WI-FI



Wi-Fi - 310 He Bu nepenayn TaHHBIX, HE TEXHOJIOTHSI, a BCETO JIMIIL OpeH 1, Mapka. Eme B
1991 rony Huaepnanackas kommnanus 3apeructpuponaia openn "WECA", yto 0603Ha4ano
cinoBocoueranue "Wireless Fidelity", koTopsiif mepeBoguTCs Kak "GecrnpoBoiHAs TOUHOCTB" .

Jlo Haiero BpeMeHH Aouuia Ipyras abOpeBuarypa, KOTopast SBIsSETCs TAaKOH ke
TexHojoruei. 9ro abopesuarypa "Wi-Fi". Takoe HazBaHue OBLIO JaHO C HAMEKOM Ha
CTaHJapT BbICIICH 3ByKoBOM TexHuku Hi-Fi, uTo B mepeBose o3HavaeT "BhICOKask TOUHOCTD'.

Jla, OecriaTHBIM HHTEPHET-I0CTY B Kade, OTSISIX U adponopTax ABISETCS OTIIMYHOM
BO3MOYXHOCTBIO BBIXOJIa B MHTEPHET. HO MHOTHE SKCIIEPThI CUUTAIOT, YTO OOIIIETOCTYITHBIC
Wi-Fi cetu HE ABISIOTCS 0€30MaCHBIMU.

CoBeTbl 10 0€30MaCHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenapaii cBoro JimuHyto nHbopManuio yepes oomenoctynuabie Wi-Fi cetn. Paboras
B HHX, )€JIaTeJIbHO HE BBOJIUTH MApOJIU JOCTYIIA, JOTUHBI U KaKKEe-TO HOMEPa,

2. Ucnionb3yi 1 OOHOBJISIH aHTUBUPYCHBIE TPOTrpamMMBbl U Opanamayep. Tem cambIM Thl
oOe3omacuiilb ce0sl OT 3aKa4yKHl BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkimroun pyukiuio "O06muii qoctyn K daitiam u
npuHTepam". JlaHHas PyHKIMS 3aKphITa [0 YMOITYAHUIO, OJJHAKO HEKOTOPHIE MOJIB30BATEIN
aKTUBHUPYIOT €€ /Uil y100CTBa UCTIOIb30BaHUsI B paboTe Uin yueoe;

4. He ucnons3yit myonnunsii WI-FI ny1s nepenaun TMYHBIX AaHHBIX, HAIPUMED ISl BBIXO/A
B COLMAJIBHBIE CETH WX B DJIEKTPOHHYIO TIOUTY;

5. Ucnonb3yit Tonbko 3antuiiennoe coequnenue uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbsHOM Tenedone otkintoun pynkuuto "Iloaxntouenue k Wi-Fi aBromatuyecku".
He nomyckaii aBToMaTnueckoro noAkI0ueHus ycTpoicTBa k cetam Wi-Fi 0e3 TBoero
COTJIaCHS.

CoumaapHbIE CETU

CouuanbHble CETH aKTUBHO BXOJSIT B HAILY KU3Hb, MHOTHE JIIOJH PA00TAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan MHILIMap/] 4Y€JIOBEK, YTO SIBJISETCS OJTHOU
cebMOM BceX KuTenel mianersl. MHOTHE MOJab30BaTeN HE TOHUMAIOT, 4TO MHGOpMALIHs,
pa3MellleHHas UMH B COLMAJIbHBIX CETAX, MOXKET ObITh HalJIeHa M MCIOJIb30BAHA KEM
YTOJHO, B TOM YHCJI€ HE 00s13aTeIbHO C 0J1ariMHU HAMEPEHUSMH.

OCHOBHBIE COBETHI IO 0E30IMTACHOCTH B COLIMAJIBHBIX CETAX:

1. Orpanuub cnucok Japy3eil. Y 1e0s B Ipy3bsiX HE JTOJKHO OBITh CIIyYailHBIX U HE3HAKOMBIX
JIIOJIEH;



2. 3amumiaii cBO0 4acTHYIO ku3Hb. He ykasbiBaii maposnu, TenedoHsl, aapeca, 1aTy TBOETO
POXKACHUSI U APYTYIO JIMUHYIO HHPOPMAIHIO. 3110yMBIIUIEHHUKA MOTYT UCIIOJIb30BaTh JIaXkKe
MH(QOPMALIUIO O TOM, KaK Thl M TBOM POJUTENH IJIAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3amumai CBOIO pemyTaluIo - IEPKHU €€ B YUCTOTE U 3aj/1aBail cede BOIPOC: XOTeN OBl ThHI,
9TOOBI IPyTHE TOJIH30BATENH BHICIHN, YTO ThI 3arpyskaemb? [Togymaii, mpex e 4eM 9To-To
OonyOJIMKOBaTh, HAITKCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHIIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIh, HE UCTIOIb3YH CBOE peaIbHOE UMS U
JIPYTYIO JTMYHYI0 MH(GOPMAIMHU: UMSI, MECTO >KUTEIHCTBA, MECTO Y4eObl U Mpoyee;

5. N36eraii pa3zmernienus ¢potorpaduii B UuTepHETE, TA€ TH N300pa’kKeH HA MECTHOCTH, 10
KOTOPOI MO>KHO OTIPEAETUTh TBOE MECTOIOJIOKECHHE;

6. HpI/I perucTpanuu B COLII/IaJIBHOﬁ CCTHU H€O6XOI[I/IMO HCIIOJIB30BATh CJIOJKHBIC IIAPOJIH,
COCTOAIIIHUC U3 6}7KB n III/I(bp H C KOJIMYCCTBOM 3HAKOB HC MCHECC 8;

7. dnst conuanbHOM CeTH, MOYTHI U IPYTUX CAUTOB HEOOXOAMMO UCIOJIH30BATh Pa3HbIE
napoiu. Toraa eciu T€0s1 B3IOMAIOT, TO 3JI0YMBIIUIEHHUKHY MOJIyYaT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

SHGKTpOHHBIC ACHBI'H

DNEeKTPOHHBIE IEHBIH - 3TO OYEHB YJIOOHBIN CITOCOO IMIaTeXel, 0AHAKO CYLIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JEHBIH.

3J'I€KTp0HHI)Ie ACHBI'M ITOABHUIIMCHh COBCCM HCIAABHO M MMCHHO H3-3a4 9TOI'O BO MHOT'HX
rocygapCrBax 40 CHUX IIOp HC IIPOIIKMCAHO IIPO HUX B 3aKOHAX.

B Poccun e oHM QyHKIMOHUPYIOT U O HUX YK€ MPONKUCAHO B 3aKOHE, TJI€ UX pa3/IeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE U HE AHOHMMHBIE. Pa3HUIIa B TOM, YTO AHOHUMHBIE - 3TO TE,
B KOTOPBIX pa3pelaeTcs MpoBOIUTh ONepaluu 0e3 UICHTU(DHUKAIIMY TT0JIb30BATENS, a B
HEaHOHUMHBIX UJEHTU(UKAIUS TI0JIb30BaTENS ABISIETCS 00s3aTEIbHOM.

Taxoke cienyeT pa3nuuath IEKTPOHHBIE (UATHBIE IEHBIY (PaBHBI TOCYAaPCTBEHHBIM
BaJIIOTAM) U AJICKTPOHHBIE HEe(UATHBIE ICHBIY (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI IO 0€30MAaCHOM padOTE C AIECKTPOHHBIMU JIECHbIAMU:

1. ITpuBsiku K cueTy MOOUITBHBIN TesneoH. DTO caMblil yI0OHBIN 1 OBICTPBINA CIIOCOO
BOCCTAHOBUTH JOCTYN K cueTy. [IpuBs3aHHbIi TenedhoH MOMOXKET, eclii 3a0yAellb CBOU
IJIATEKHBIN MTapOJIb WK 3alJICIIb HA CAUT C HE3HAKOMOTI'O YCTPOKCTBA,

2. Ucnonb3yit ogHOpa3oBklie maposiu. [locie nepexo/ia Ha yCUIEHHYIO aBTOPHU3aIINI0 TeOe
yKe He OyJIeT yrpoKaTh OMACHOCTh KPaXKu WJIU NepexBaTa IJIaTeKHOTO MapoJis;



3. Beibepu croxxsblil mapods. [IpectynHukam OyneT He MPOCTO yraaTh CIOKHBINA Mapob.
HanexHbie nmapoiiv - 3T0 napoiu, KOTOpbIE COAEpKaT HE MEHEee 8 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IUPPHI U HECKOIBKO CUMBOJIOB, TAKHE KaK 3HaK J0JuIapa,
(dbyHTa, BOCKJIMIIATENIbHBIN 3HaK | T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CAalTaX, KOTOPBIM HE JOBEPSICILIb.
DnexTpoHHas noyra

DNeKTpOHHAs M0YTa - 3TO TEXHOJIOTHUS U IPEIOCTABISIEMBIE €10 YCIIYTH 10 IEPECHIIKE U
MOJTyYEHUIO AIEKTPOHHBIX COOOIICHNI, KOTOPBIEC PACTIPEACIISAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ANTEKTPOHHBIHN MOYTOBBIN SIIUK BBITISIUT CIACAYIOIIIM 00pa3oM:
UMs_T0JIb30BaTEsI(@UMs_oMeHa. Takke KpoMe Nepeadr MpoCcToro TeKCTa, UMEeTcs
BO3MOKHOCTh NIEpe/1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 O€30MMaCHOM pabOTe C AIEKTPOHHOM MOUTOM:

1. Hamo BeIOpaTh paBUIIbHBIN MTOYTOBBIN CEpBHUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBHCOB, OAHAKO JIyUIlIe JOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBBIN
B PEUTHHTE;

2. He yka3biBaii B 1MuHOM nouTe JIMuHYyI0 nHpopMmanuio. Hanpumep, mydiie BeIOpaTh
"My3bIkanbHbIN  paHaT@" win "pok2013" BmecTo "Temal3";

3. Mcnonb3yil ABYX3TAHYIO aBTOPU3ALUIO. DTO KOT1a IOMHUMO AP0 HY>KHO BBOIAUTH KOJI,
npuchUIaeMbIil o SMS;

4. Be1bepu CII0KHBIN TTapoJib. [[71s Kak10ro MOYTOBOTO SIIIMKA JOJDKEH OBITH CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXKHOCTB HalucaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH Ty
BO3MO>KHOCTB;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SINMKOB. [IepBbIii I 4aCTHOM MEPENUCKHU C
azpecaTaMu, KOTOPBIM Thl IOBEPSCIIb. JTO JIEKTPOHHBIN aJIpeC HE HAJI0 UCIIOIb30BaTh IPU
peructpanuu Ha opyMax U caTax;

7. He oTkpbiBait (hailsibl U Apyrue BIOKEHUS B MUChMaX, JaXKe €CJIM OHU MPUIILITH OT TBOUX
npy3ei. Jlyuie yTOuHH y HUX, OTIIPABIISUIH JIU OHU TeOe ATU (hailiibl;

8. IToce okoHYaHUs pabOTHI HAa IIOYTOBOM CEPBHCE IEPE]T 3aKPHITHEM BKJIAJIKH C CAaliTOM He
3a0yap HaXaTh Ha "BeiidTi".

KubepOyuiHT Wi BUPTYalIbHOE U3/€BATEIbCTBO



KubepOymauHr - mpecienoBaHue COOOIMICHUSIMH, COJIEPKALTIMH OCKOPOJICHUS, arpecCHIo,
3aIlyTUBaHKE; XYJIUTaHCTBO; COIMAIEHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3JIMYHBIX
MHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 60pHOE ¢ KHOSPOYIUTMHTOM:

1. He Gpocatics B 60it. JIyamuii crmoco0: TOCOBETOBATHCS Kak ceOsi BECTH |, €CITU HET TOTO, K
KOMY MOKHO OOpaTUTKCS, TO BHAYAJIE YCIIOKOUThCS. ECIIM ThI HAUHEIIIh OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO €IIle OOJIBIIE pa30XkiKellb KOH(DIUKT;

2. YopaBinsaii cBoeil KubeppenyTaimei;

3. AHOHUMHOCTB B c€T MHUMasA. CylIeCTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM,;

4. He cTouT BecTH XyJIUTraHCKUIl 00pa3 BUPTyajbHOU *KU3HU. THTEpHET QUKCHUpYeT BCe TBOU
NEUCTBUA U COXPAHSET UX. Y JaIUTh UX OyJIeT KpallHe 3aTpyIHHUTEIbHO;

5. CoOmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHu4YHbIN HeraTuB. OJHOPa30BbIe OCKOPOUTETHHBIE COOOIICHUS TyUIIie
urHopupoBaThb. OOBIYHO arpeccusi MPeKpaIaeTcs Ha Ha4yalbHOU CTaIUH;

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMH COOOIICHUSMHU, B COITUATBHBIX
CETSAX €CTh BO3MOXHOCTh OJIOKUPOBKU OTIIPABKK COOOILIEHHI C ONpeIeICHHBIX aJpeCcoB;

8. Eciiu ThI cBUAETENb KNOEPOYUTHMHTA. TBOU AEMCTBUS: BHICTYIIUTH MPOTHUB
IpeciIe10oBAaTENs, I0Ka3aTh €My, UTO €r0 JEUCTBUS OLICHUBAIOTCA HETATUBHO, MOJIEPIKATH
KEPTBY, KOTOPOH HYKHA ICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIIBIM O (pakTe
arpecCUBHOIO MOBEJICHUS B CETH.

MoO6unbHbIN TenehoH

CoBpeMeHHbIe cMapT(OHBI U TUIAHIIETHI COJEPKAT B ce0e BITOJIHE B3POCIbIN (PYHKIIMOHAM, U
Tereph OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMU KOMITbIOTepamu. OTHAKO, CPE/ICTB
3aIUTHI AJIs TTOIOOHBIX YCTPOMCTB MOKA 0OUYeHBb Mayio. TecTUpOBaHUE U TIOUCK ySI3BUMOCTEH
B HUX TPOMCXOJIUT HE TaK MHTEHCUBHO, Kak s [1K, To jke camoe kacaeTcst 1 MOOMITBHBIX
IIPUJIOKECHUM.

CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl yKe MPAaKTUYECKH JTIOTHAN HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciirpeHre QyHKIIMOHAJA BICYET 32 COO0M OOJIBIIYIO CJI0KHOCTh U MEHBIITYIO
3aIIUIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTEN BBITYCKAIOT OOHOBJICHUS, 3aKPBHIBAIOIINE KPUTHUUECKUE
YSA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:



Huuero He siBnsieTcst mo-HacToseMy OecruiaTHbIM. byib ocTOpokeH, Bellb Korja Tede
npeajaratoT OeCIiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TJIaTHBIE YCIIYTH;

JHymait, mpexe ueMm otnpaBuTh SMS, dhoTo win Buaeo. Thl TOUHO 3HAEITB, T/I€ OHU OyayT B
KOHEYHOM HUTOTE?

Heo0xoaumMo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpy>1<a171 IMPHIIOKCHUA OT HCU3BCCTHOT'O NICTOYHHKA, BCIb OHHU MOT'YT COJZICPIKATDH
BpPCAOHOCHOC IIPOIrpaMMHOC O6CCHC‘-ICHI/IC;

[Tocre TOro Kak THI BBIWEIIH C CaiiTa, T/ie BBOIWII JIMUYHYIO HH(pOpMaIHIo, 3aii1u B
HACTpOWKHU Opay3epa U yJaanu cookies;

[lepnoanyecku NpoBepsiv, KAKUE IJIATHBIE YCIYTH AKTUBUPOBAHbBI HA TBOEM HOMEPE;

JlaBaii cBOit HOMEp MOOMIIBHOTO TesnedOHa TOJIBKO JFOSIM, KOTOPBIX Thl 3HACIIH U KOMY
JIOBEPSICIIb;

Bluetooth nomken ObITh BBIKIIOUEH, KOTa Thl UM HE T0JIb3yelibes. He 3a0biBail nHOTIa
MPOBEPSTH ITO.

Online urpst

CoBpeMEHHBIE OHJIAMH-UTPHI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIIAE PAa3BICYEHUS,
00BEUHSIONINE COTHHU THICAY YEJIOBEK MO BceMy Mupy. Urpoku ucclieytoT JaHHbIA UM
MUp, OOIIAIOTCA APYT C APYTOM, BBIMOJIHSIOT 3a/IaHUSI, CPAKAIOTCA C MOHCTPAMHU U
MOJIYYaroT OMbIT. 32 YAOBOJIBCTBUE OHM IUIATAT: MOKYNAIOT JUCK, OIIAYUBAIOT ADOHEMEHT
WJIM IPUOOPETAIOT KAKHE-TO OIILIMH.

Bce atu cpencTBa uayT Ha MOEp)KaHUE U PA3BUTHE UTPHI, @ TAKKE HA caMy 0€30MaCHOCTb:
COBEPIIIEHCTBYIOTCSI CHCTEMbBI aBTOPHU3AIIMHU, BBITYCKAIOTCSI HOBBIE TaT4H (1IU(PpOBbIE
3aIuIaTKy JJIsl IPOTPaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO}106HBIX HUrpax CTOUT OIacaTbCsAa HE CTOJILKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHa CHUCTEMa aBTOPHU3aAllU OOJIBIIIMHCTBA urp.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOET'O HUI'POBOI'O aKKayHTa:

1. Ecu npyroit urpok BeseT ceds mIoXo WM CO3aeT Tede HENPUITHOCTH, 3a0JI0KUPYH ero
B CITUCKE UTPOKOB;

2. Ioxkainylics aiMUHUCTPATOPaM UTPHI HA MJI0X0E MOBEJIEHUE 3TOT0 UTPOKA, KETATETbHO
MPUJIOKUTH KaKHE-TO J0KA3aTeIbCTBA B BUJE CKPUHOB;



3. He ykassiBail muunyto uH(GOpMaluio B mpodaiise urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTpE;

5. He ycranaBnuBaii HeopuiuaabHbIE TATYU U MOJIBI;

6. Mcnonp3yil CII0KHBIE U pa3Hble ApOJIy;

7. Jaxxe BO BpeMs UIpbl HE CTOUT OTKJIIOYATh AaHTUBHpPYC. [10Ka ThI urpaemis, TBOM
KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIMHT WA KpaxKa JIMYHbIX JaHHBIX

OOBIYHOM KpaXkel IeHET U JIOKYMEHTOB CEroJIHs Y>K€ HUKOTO HE YAUBHUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0OYMBIIIUICHHUKHU EPEMECTUIIUCH B UHTEPHET, U MPOI0JIKAIOT
3aHUMATHCA " TIOOUMEIM' J€JIOM.

Tak mosiBUsIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIIM (DUIIIMHT, TJIaBHAS 11E€TTh
KOTOPOT'O COCTOUT B MOTYYECHUU KOH(MUICHIINATBHBIX JaHHBIX MOJIb30BATENICH - IOTHHOB U
napoJsieit. Ha anrnuiickom s3eike phishing untaercs kak ¢pumunr (0T fishing - peioHas
JIOBJIsI, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE € (PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI mo103peBaetiib, 4TO TBOSI aHKETa ObllIa B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKHPOBATH €€ U COOOITUThH aIMUHUCTPATOPaM pecypca 00 3TOM Kak
MO>KHO CKOpEe;

2. Ucnonw3yit 6e30nacHble BEO-CalThl, B TOM YUCJE, UHTEPHET-Mara3uHoB U TOMCKOBBIX
CUCTEM;

3. Ucnonp3yii ciiokHbIE U pa3Hble mapoiau. Takum o0pa3om, eciid TeOs B3JIIOMaIoT, TO
3JI0YMBITTUICHHUKY TIOJIy4aT TOCTYI TOJIBKO K OJTHOMY TBOEMY MPO(HITIO B CETH, a HE KO
BCEM,;

4. Ecnu Te0st B3noMalid, TO HEOOXOUMO NPEayNPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJIEHbI Y TE€OS B APY3bsIX, O TOM, UTO TEOS B3IOMAIH U, BOBMOXHO, OT TBOETO UMEHU
OyZIeT pacchbulaThCs CllaM U CChUIKU Ha (DUILIMHTOBBIE CAlTBhI;

5. YcranoBu Haaexubii napoias (PIN) Ha MoOWIBHBIN TenedoH;
6. OTKII0UM COXpaHEHUe MapoJisl B Opaysepe;

7. He oTkpsiBaii ¢aitnbl U Apyrue BIOKEHUS B TUChMAX, AK€ €CJIM OHU MPUIILTA OT TBOUX
npyseit. Jlydie yrouHu y HUX, OTIPABISUIA JIU OHU TeOe 3TH (paiiibl.

[udposas penyranus



[udposas pemyTanus - 3T0 HETaTUBHAs UM MO3UTUBHASI HH(OPMAaLUS B CETH O Tebe.
Komnpomerupyromas uapopmanus, pa3MeieHHasi B HHTEPHETE, MOKET CePhe3HBIM
00pa3oM OTpa3UThCS Ha TBOEH peaibHOM xu3Hu. "Lludposas pemyranus” - 3T0 TBOW UMUK,
KOTOPBIH hopMupyeTcst u3 uHpopMmaiyu o Tede B UHTEpHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa 1
pacckasbl 0 OJIM3KHX - BCE 3TO HAaKaIlJIMBAETCS B CETH.

MHorue moapoCTKH JISTKOMBICICHHO OTHOCSITCS K MyOJIMKAIIMK JTMYHOW HH(pOpMarmu B
WuTepHeTe, HE MOHMUMAs BO3MOYKHBIX TIOCIeICTBUNA. ThI TaXke HE CMOKEIIIb J0TalaThCs O
TOoM, 4TO (hoTOrpadus, pa3MerieHHas 5 JeT Ha3a , cTajla IPUYUHONW OTKa3a MPUHATH TeOs Ha
pabory.

KommenTapuu, pazmenienue TBoux (pororpaduii v gpyrue A1elcTBUs MOTYT HE HCUE3HYTh
Jake MOCJIe TOro, KaK Thl UX yJAIUIIb. Thl HE 3HACIIb, KTO COXPAaHWII ATY HH(OpMALHIO,
IIOIIAJIA JIX OHA B IIOMCKOBBIEC CUCTEMBI M COXPAHMIIACH JIM OHA, a TJIaBHOE: YTO MOJAYMAIOT O
Tebe OKpY KaIOLIUe JIF0U, KOTOpble HAUIYT U yBUAAT 3T0. Haiitu nndopmanno MHOTO JieT
CILyCTSI CMOKET JIF000H - KaKk U3 100pBIX MOOYKIEHUH, TaK U C HAMEPEHUEM PUUNHUTD
Bpea. DTO MOXKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM peIyTallUu:

1. TTomymait, mpexe 4em 4To-TO IyOJIMKOBATh U MepeiaBaTh y ceOs B OJiore Uiiu B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npo¢uiisi yCTAHOBU OTpaHUUYEHUs Ha IPOCMOTP TBOETO NPOUIIs U €ro
COZIEPKUMOT0, CAEIIAN €r0 TOJIBKO "I Apy3en’;

3. He pa3Meinaii u He yka3biBail HHGOpMAIIUIO, KOTOPask MOXKET KOro-IM00 OCKOPOJIAThH WU
0OMXKaTh.

ABTOpCKO€ MpPaBo

CoBpeMeHHbIE MKOJIBHUKH - aKTUBHBIE TIOJIH30BaTENN ITU(PPOBOTO IpocTpancTBa. OHAKO
JaJIeKo HE BCE 3HAIOT, YTO MOJIb30BaHNE MHOTUMHU BO3MOXKHOCTSAMH LIU(POBOTO MUPA
TpeOyeT coOII0IeHNUs MTPaB HAa MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTEIUIEKTYalbHAS COOCTBEHHOCTD'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 YMa, HauhHasi C HOBBIX M300pETEHUHN U 3HAKOB, 0003HAYAOIINX
COOCTBEHHOCTbh Ha MPOJYKTHI U YCIYTH, U 3aKaHYUBasi KHUTaMu, poTtorpadusimu,
KMHO(MUIbEMAMHU U MY3bIKaQJIbHBIMHU TTPOU3BEICHUSIMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha UHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE MPaBa BHICTYNAIOT B KAUE€CTBE TapaHTUU TOTO,
YTO WHTEJUICKTYaJIbHBIN/TBOPUYECKUH TPy aBTOpa HE OYJET HAIIPACHBIM, JACT €My
CIpaBeIMBbIE BO3MOKHOCTH 3apa0d0TaTh Ha pe3ysbTaTaX CBOEro TPYyAad, MOTyUUTh



M3BECTHOCTH W Mpu3HaHue. HUKTO 63 pasperieHus aBTopa He MOKET BOCIIPOU3BOIUTH €TI0
IPOU3BEACHHUE, PACIIPOCTPAHSATD, TyOJIUYHO TEMOHCTPUPOBATH, IPOAaBaTh, UMIIOPTUPOBATH,
MyCcKaTh B MIPOKAT, MyOJIMYHO UCTIOJIHATD, TOKA3bIBATH/UCIIOIHATH B 3(hUpe WM pa3MellaTh B
HNnTepnere.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOI0 00ECIeUEHUsI MOKET MPUBECTH K MHOTUM
pUCKaM: OT NOTEPH TAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOMCTBA, T
YCTaHOBJICHA HellerainbHas mporpamMma. He ctout takxke 3a0bIBaTh, UTO CYIIECTBYIOT
JerajbHbIE U O€CIUIaTHBIE MPOrPAMMBI, KOTOPbIE MOXHO HAlUTH B CETH.

O noprane

CeteBUYOK.p( - TBOI1 IJIaBHBII COBETUUK B CETH. 3J€CH Thl MOXKEIIb Y3HATH O O€30aCHOCTH
B CETHU MOHATHBIM U JOCTYITHBIM SI3bIKOM, a P BO3HUKHOBEHNH KPUTHYECKOW CUTYaLlUH
00paTUTHCS 32 COBETOM. A TaKke NPUHATHh Y4acTHE B KOHKypcax U CTaTh CaMbIM IIU(POBBIM
rpaXKIaHUHOM!



