ITamsiTKa MO 0€30MACHOCTH IKOJBLHUKOB B ceTu UHTepHeTe
C KaxIbIM roIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IKOJIBHUKUA OJHH U3
CaMbIX aKTHBHBIX MoJib30Bareneld Pynera. Mexay TeM, HOMUMO OTPOMHOTO KOJINYECTBA
BO3MOXKHOCTEM, MHTEpHET HECeT W NpoOsieMbl. DTa MaMsITKa JOJDKHA MOMOYb Tebe
0e30MacHO HaXOJIUThCS B CETH.
KomnbroTepHbie BUPYChI
KoMmnbloTepHblii  BHUPYC — 3TO  Pa3HOBUJHOCTh  KOMIIBIOTEPHBIX  MPOTPaAMM,
OTJIMYUTETHPHOU OCOOCHHOCTHIO KOTOPOM SIBISETCS CHOCOOHOCTh K pPa3MHOKEHHIO. B
JOTIOJIHEHUE K ATOMY, BHPYChl MOTYT MHOBPEAUTh WM MOJHOCTHIO YHUYTOXKHUTH BCE
(aiinbl U JaHHBIE, TOJIKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTO Obljia 3aIyiieHa
3apax€HHas MporpaMmMa, a TaKXke MOBPEAUTh WM JaXXKEe YHUUTOXKUTH ONEPAlMOHHYIO
CHUCTEMY CO BceMH (paillaMu B 1eJoM. B OONBIIMHCTBE CllydyaeB pacHpOCTPaHSIOTCA
BUPYCHI Uepe3 UHTEPHET.
MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:
* Hcnonp3yli COBPEMEHHBIE OIEPALMOHHBIE CHCTEMBI, UMEIOIINE CEPHE3HBI YPOBEHb
3alIUThI OT BPEJOHOCHBIX MPOTPAMM;
* IloctosHHO ycTaHaBnuBail madtu (UUQPPOBBIE 3aAIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LENbI0 JOPa0TKM MPOTpaMMbl) W JIpyrue OOHOBJICHHSI CBOEH
omnepanuoHHo cucteMbl. CkauMBail UX TOJIBKO C O(QUIMAIBLHOTO caiTa pa3paboTurka
OC. Ecmm cymecTByeT peXHM aBTOMAaTHYECKOTO OOHOBJICHHS, BKJIIOYH €TO0;
*Orpannub  (U3MYECKUN  JOCTYNm K  KOMIIBIOTEpPY IS  TOCTOPOHHUX  JIUIL;
* Mcnonp3yid BHEITHUE HOCUTENIN MH(POPMALIMM, TaKUE Kak (uiemka, TUCcK i (ailn us3
WHTEPHETA, TOJIbKO W3 MPOBEPEHHBIX UCTOUYHUKOB;
* PaGoTaii Ha cBoeM KOMIBIOTEpPE MOJI MpaBaMU MOJIb30BATENs, a HE aAMUHUCTPATOPA.
DTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS HA TBOEM
NIEPCOHATILHOM KOMITBIOTEPE;
* Mcnonb3yili aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKThI M3BECTHBIX MPOU3BOJMTENECH, C
aBTOMATHYECKUM OOHOBIIEHHUEM 0a3;
* He oTkpbIBaii KOMIbIOTEpHBIE (ailiibl, TOJYYCHHBIC U3 HEHAIEKHBIX UICTOYHUKOB. Jlaxe
Te (haiiIbl, KOTOpPBIE MPUCTA TBOW 3HAKOMBINA. JIydIiie yTOUHH y HETO, OTIPABIIsUT JTU OH
TeOe UX.
Cern WI-FI
Wi-Fi - 310 He Buj nepenavn JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIbL OpeH, Mapka. Ee
B 1991 rony Hunepnanickas kommaHus 3apeructpupoBana Openn «WECA», dyto
obo3Hauano cinoBocoueranue «Wireless Fidelity», xoTopblii mepeBoguTCS  Kak
«OecrpoBo/iHasg TOYHOCThY». /[0 Hallero BpeMeHu Jolia Jpyras abopeBuarypa, KoTopas
SBJISIETCSA TaKOW e TexHojorueu. Ito abopeBmatypa «Wi-Fi». Takoe Ha3zBaHue ObLIO
JAHO C HAMEKOM Ha CTaHAapT BbICIIMKA 3ByKoBoi TexHuku Hi-Fi, yto B mepeBoze
03HAYaeT «BBICOKAS TOYHOCTHY.
Jla, GecruiaTHBINI MHTEPHET-IOCTYI B Kade, OTeIsIX M a’pomnoprax SBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIXOJIa B HUHTEpHET. HO MHOTME »SKCHepThl CYUTAIOT, YTO
0011Ie 10CTyITHBIC Wi-Fi CeTH HE SIBJISTFOTCS 0e30IaCHBIMH.
CoBeTrnl mo 0Oe3omacHOCTH padoTe B  o0medocTymHbIX  cersasx  Wi-fi:
 He mepemaBaii cBoro nuuHyro uH(popmaruioo depe3 obmemnoctymabie Wi-Fi cern.
Pabotas B HEX, XenaTeIbHO HE BBOJUTH MAPOJIA JIOCTYIIA, JJOTUHBI U KaKHUE-TO HOMEPA;
* Vcnonb3yih © OOHOBIISII aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thbl
o0e3omacuiib ceost oT 3aKayKH BHpyCa Ha TBOE YCTPOWCTBO;



* Ilpu wucnomnp3zoBanuu Wi-Fi orkmoun ¢yskiuo «OOmuid moctyn k ¢ainaMm u
npuntepam». JlanHas QYHKIOUS 3aKpbiTa 10 YMOJYaHHWIO, OJHAKO HEKOTOPBIC
M0JIb30BaTEIM aKTUBHPYIOT €€ aiisg ynoOcTBa WMCIHONIB30BaHUS B paboTe WM y4eoe;
* He ucnone3yii myOnmunsii Wi-Fi i mepefadu JIMYHBIX JaHHBIX, HApUMeEp s

BBIXOJa B COIIMAJILHBIE CEeTH 150105 B 3JIEKTPOHHYIO MOYTY;
e Nnonb3yil TONbKO 3amnuiieHHoe coeauHenue uepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-aapeca BBOJIU HMEHHO «https://»;

* B MmoOmiibHOM Tenedone otkimoun pyuknuio «llogkmouenne k Wi-Fi aBToMaTndeckmy.
He nomyckaii aBTOMaTHM4ecKOro MOJKIIOYEHHsS yCcTponcTBa K cetaM Wi-Fi 6e3 TBoero
corjacusl.

CounajnbHble ceTH

CounanbHbIe CETH aKTUBHO BXOJSAT B HAIIly U3Hb, MHOTHE JIIOJIU pa0OTAIOT U )KUBYT TaM
MOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan MUJUIHAP/ YETIOBEK, YTO SBJISIETCS OJHOM
CEIpMOM BCEX JKUTEJEH IUIaHeThl. MHOrMe mMoJIb30BAaTENM HE MOHHMAIOT, YTO
uHdopmalusi, pa3MelleHHass UMM B COIIMAIbHBIX CETSAX, MOXET OBbITh HaljeHa U
UCIIOJIb30BaHA KE€M YTrOJHO, B TOM YHCIE HE 00s3aTeIbHO ¢ OJaruMu HaMEpEHUSIMHU.
OcHoBHbBIE COBEThI no 0e30macHOCTH B CONMATBHBIX ceTsx:
* Orpannub CHUCOK Jpy3ed. Y TeOs B Jpy3baX HE JOJKHO OBITH CIy4YallHBIX H
HE3HAKOMBIX JIFOJICH;

* 3aluinai CBOr 4acTHYIO *13Hb. He yka3biBail mapomu, TenedoHsbl, aapeca, 1aTy TBOEro
POXICHUS U JIPYTyl0 JUYHYI0 HH(OpManuio. 3I0YMBINICHHUKA MOTYT HCIIOJIb30BaTh
naxxe UHPOPMAIMIO O TOM, KaK Thl U TBOU POJUTEIHU IJIAHUPYETE MPOBECTH KAHUKYJIBI;
* 3amuinai CBOI peryTaluio - JEepKU €€ B YMUCTOTE M 3a/aBail cede BOMpoc: XOTen Obl
ThI, YTOOBI JPYTUe MOJb30BaTEIN BHUJEIHU, UTO Thl 3arpyxaeib? [logymai, npexae yem
YTO-TO ONyOJIMKOBATh, HAMMKMCATh U 3aTPy3UTh;

» Eciu ThI TOBOPHUIIIB C JIIOJIBMU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE pealibHOE UMS
U JAPYTYyI0 JUYHYI0 WHOOpMAIMU: WMS, MECTO KHUTEJIbCTBA, MECTO y4eObl W Tpouee;
* U30erait pasmemienus dotorpaduii B UuTepHere, r1ie Thl H300pakeH Ha MECTHOCTH, TIO
KOTOPOM MOKHO ONPEACIUTH TBOE MECTOIOJIOKEHHE;

* [Ipu peructpanuu B COIMAIBHON CETH HEOOXOAMMO HMCIOJIB30BaTh CIOKHBIE MAPOJIH,
cocrodmme u3 OykB W 1uPp U C KOJUYECTBOM 3HAKOB HE MeHee §;

 Jlns commanbHOW CETH, TIOYTHI W JIPYTUX CAWTOB HEOOXOJIMMO HCIIOJIb30BATh Pa3HBIC
naposiv. Torma ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKH TOIYy4YaT JOCTYM TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpazy.

JJIeKTPOHHDbIE IeHbI'N

DJIEKTPOHHBIE JIGHBIU — 3TO OUYCHb YJOOHBIM CMOCOO TUIaTeXEH, OJJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JE€HBIU.

DJIEKTPOHHBIC JCHBIU TMOSBUJIMCH COBCEM HEJAABHO MU MMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyJapcTBax A0 CHUX TOp HE MPOMUCaHO Mpo HUX B 3akoHax. B Poccum xe oHu
GYHKIMOHUPYIOT U O HUX YK€ MPOMHMCAHO B 3aKOHE, TJe UX Pa3eiaioT Ha HECKOJBHKO
BHUJIOB — AaHOHMMHbBIE M HE€ aHOHUMHbIC. Pa3HHWIla B TOM, YTO AHOHHUMHBIE - 3TO T€, B
KOTOPBIX pa3periaeTcsi MPOBOAWTH ONepanuu 0e3 HAeHTU(UKAIIMU TOJIH30BaTENsA, a B
HEaHOHHUMHBIX UAeHTU(DUKAITIT MOJIb30BATENS SIBJISIETCS 00s13aTEIHHOMN.

Taxoke cnemyeT pa3nmuyaTh JJIEKTPOHHBIE (PUATHBIE NEHBIM (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) M DJIEKTPOHHBIC HehUATHBIC ACHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).
OcHoBHBIE coOBeTbl 10 0Oe30macHoii padore ¢ DJJIEKTPOHHBIMHM JIEHbI'AMM:
» [IpuBsku K cueTy MOOWJIbHBIA TenedoH. DTO caMblid yJIOOHBIN U OBICTPBHIN CIIOCOO



BOCCTAHOBUTH JOCTYI K cueTy. lIpuBsizanHblil TenedoH MOMOXKeT, eciiu 3a0yenib CBOM
IUIATEKHBIM  [MAapojab WIM 3aifellb Ha CauT ¢ HE3HAKOMOIO  YCTPOWCTBA;
* Ucnonw3yit onHopazoBeie napoid. [locie nepexosa Ha yCUIICHHYIO aBTOpU3AIINIO TeOe
y)Ke He OyAeT yrpoxaTh OMNAacHOCTb KPaKW WM TepexBara IUIATEKHOIO MapoJis;
* Beibepu cnosxHbiit napodib. [IpectynHukaM OyneT He MPOCTO yrajaTh CIOKHBIM Mapob.
HanexxHble maponu — 3TO Mapoiv, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIFOUAIOT B
ce0s1 CTpOYHBIC M MPOMHUCHBIE OYKBBI, MU(PPHI M HECKOJBLKO CHMBOJIOB, TAKHE KaK 3HAK
noiiapa,  (yHTa, BOCKJIMIATENBbHBIH 3Hak u  T.0.  Hampumep, $tROng!;;
e He BBOAM CBOM JIMYHBIE JAHHBIE HA CAaUTaX, KOTOPBIM HE JOBEPSCUIb.
DJIeKTPOHHAA MOYTA

DJIEKTPOHHAS MMOYTa — HTO TEXHOJIOTHUSI U MPEIOCTABIISIEMBIE €10 YCIYTH IO MEePEChUIKE U
MOJIYYCHHUIO JJICKTPOHHBIX COOOIIEHUH, KOTOpPHIC PACHpPENESIOTCS B KOMITBIOTEPHOMN
cetd. OOBIYHO HJIEKTPOHHBIM MOYTOBBIM SIIUK BBIMJISAUT CICAYIOMIUM 00pa3oM:
UMs_TI0JIb30BATEISI(@UMS_JIoMeHa. Takxke KpoMme Iepefadyd MPOCTOTO TEKCTa, UMEETCs
BO3MOKHOCTh MepeiaBaTh (pailibl.

OcHoBHBIE cOBeTbl MO 0Oe3omacHOil padore ¢  JJEKTPOHHOW  MOYTOM:
» Hanmo BBIOpaTh MpaBUIIbHBIN MOYTOBBIA CEpPBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOP
OeCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIydllle JIOBEPATH TEM, KOTO 3HACllb U KTO
IIEPBBIA B PEUTHUHTE;

* He yka3piBaii B NTUYHOW mouTe JIMYHYHO HH(popMauuio. Hampumep, mydiie BbIOpaTh
«My3bIKaJIbHBINA _(haHaT@» unu «pok2013» BmecTo «remal3y;

» Hcnonp3yil IBYX3TAlHYIO aBTOPU3ALMIO. JTO KOrJa MOMHMO MApPOJIsd HYXKHO BBOJUTH
KO/JI, MPUCBhLUIAEMBIN 110 SMS;

* BriOepu cioHbId Taposib. JJIs KaX7a0oro MOYTOBOrO SIIUKAa JOJAKEH OBITh CBOMU
HAJICKHBIN, YCTOWYHBBIN K B3JIOMY ITAPOJIb;

 Ecnu ecTh BO3MOXHOCTh HAalKMCaTh CaMOMY CBOW JIMYHBIA BONPOC, HCIIOJB3YH 3Ty
BO3MOYHOCTB;

e Hcnosb3yl HECKOJIBKO IIOYTOBBIX SIIUKOB. [lepBBIM Uil 4YaCTHOM IIEPENMUCKU C
aapecaTaMu, KOTOPBIM Thl JIOBEpSACIIb. JTO 3JIEKTPOHHBIA aJpec HE HAJI0 UCMOJb30BaTh
IIPY PETUCTpalK HAa (Popymax u canTax;

* He oTkpsIBail (haiiiiel 1 Apyrue BIOKEHHUS B MUChbMaX JIaXe €CIM OHU MPUIILTA OT TBOUX
npyseit. Jlydmie yTOYHM Yy HHX, OTHOPaBISIM JU OHU Tebe »OTU  (ailibr;
* [Tocne okoHYaHus PabOTHI HA TTIOYTOBOM CEpPBHUCE NEPe] 3aKPhITUEM BKJIAIKHU C CAUTOM
He 3a0y/b HAXKaTh Ha «BeIATH».

Ku0epOy/JIMHT WM BUPTYaJIbHOE U3/1€BATEJIbLCTBO

KubepOymmmHr — mpecieoBaHue COOOIICHUSIMHU, COJEpKAIIUMU  OCKOPOJICHUSI,
arpeccuo, 3alyruBaHue; XYJIUTAHCTBO, COIMAIbHOE OOWKOTHPOBAHHWE C TOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 00pbOe ¢ KHOEPOYIJIMHIOM:

» He Opocatiicst B 60i. JIyummii crioco0: mocoBeToBaThCs Kak ceOsi BECTH U, €CIIM HET TOTO,
K KOMY MOXXHO OOpaTUThCS, TO BHayaje YCIOKOWUTHCA. Ecnu Thl HadHENb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHUSI, TO TOJIBKO €Ile OOJIbIIIe Pa30XiKellb KOH(PIUKT;

* YrpaBisiii cBoel kubeppermmyTaiuei;

* AHOHMMHOCTh B ceTH MHHMas. CyHmIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHMHBIM AKKayHTOM;



* He crout BecTu XyJnuraHckuii oOpa3 BUpTyalibHOU >xu3HU. HTepHET PuKcupyer Bce
TBOM JIEUCTBHUSI W COXpaHSEeT MX. YJanuTh HX OyAeT KpalHe 3aTpyAHUTENbHO;
» CoOmrofiaii CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

* UrHopupyii eguHUYHbIA HeratuB. OAHOPA30BbIE OCKOPOUTENbHBIE COOOIECHUS JIy4Ile
urHopupoBatb. OOBIYHO  arpeccusi  IpeKpaliaeTcss Ha  HavYaJbHOM  CTajuu;
* ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHHSIMHU, B COLIMAJIbHBIX
CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKHU OTHPABKH COOOIIEHUN C OMpPEACICHHBIX aJIpECOB;
* Ecnmu THI cBuaerens kuOepOysuimHra. TBoW JEWCTBUS: BBICTYNIUTH MPOTHUB
npeciaeaoBaTeNsl, OKa3aTh eMy, YTO €ro JEHCTBUS OIIEHUBAIOTCSI HEraTUBHO, MOIEPKATh
KEPTBY, KOTOPOW HYXHA TCHXOJOTHYECKas IMOMOIb, COOOIUTH B3POCIBIM O (hakTe
arpeCCUBHOIO MOBEICHUS B CETH.

MoOmibHBIH TeJ1e(POH

CoBpemeHHble cMapThOHBI U IJIAHIIETHI COJEpkKaT B ceOe BIOJHE B3POCIHbIN
(GbyHKIHOHAJ, U TEMeph OHM MOTYT KOHKYPHUPOBAaTh CO CTAllUOHAPHBIMU KOMITBIOTEPAMHU.
OpHako, CpeACTB 3alIMUTHI JIs1 TTOJIOOHBIX YCTPOUCTB MOKa OYeHb Maso. TecTupoBaHue u
MOUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCHUBHO, Kak s IIK, To ke camoe
Kacaercss W MOOWIBHBIX TpuiokeHuil. CoBpeMEHHbIE MOOWIbHBIE Opay3epbl yxe
MPAKTUYECKU JOTHAIM HACTOJBHBIE aHAJIOTH, OJTHAKO paciiupeHue GyHKIHOHANIA BICYET
32 co0oil OOJNBIIYI0 CJIOKHOCTh W MEHBIIYI0 3alllMIIEHHOCTh. Jlameko He Bce
MIPOU3BOJIUTENIA BBIMYCKAIOT OOHOBJICHUS, 3aKPhIBAIOIINE KPUTUUECKUE YS3BUMOCTH JJIS
CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI /IJIs1 0€30IACHOCTH MOOMJIBHOIO TesiedoHa:

* Huuero He siBnseTcst mo-HacTosiieMy OecruiaTHbIM. Byib 0CTOpOKeH, BeAb Korjaa tede
npeiaraloT OECIJIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-TO IIJIaTHBIE
YCIIYTH;

» Jlymaii, mpexnae yem oTnpaBuTbh SMS, poro nim Bugeo. Tel TOUHO 3HaENIb, I/I€ OHU
OyIyT B KOHEYHOM UTOTE?

 HeoOxogumo  OOHOBISATH  OMEpPAllMOHHYID  CHCTEMY  TBOEro  cMmapT(doHa;
« Hcnonw3yili  aHTHBUPYCHBIE  TNPOTPaMMbl  JIJIi  MOOWJIBHBIX  TeJe(OHOB;
« He 3arpyxail npujioxeHHus OT HEU3BECTHOTO MCTOYHMKA, BEb OHU MOTYT COAEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIEUEHHUE;

* Tlocne TOoro Kak Thl BBIMJCIIb C CalTa, T/I€ BBOJWJ JIMUYHYIO WH(OpMaIuio, 3aiiiu B
HacTpoiku Opay3epa u yaaiu cookies;

* [lepuoandecku MpoBEpsii KakuWe IJIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEpE;
« J[aBaii cBOl HOMEP MOOUIIBLHOTO TeedOHa TOJIBKO JIFOSIM, KOTOPBIX ThI 3HACIIb U KOMY

JIOBEPSICIIIb;
* Bluetooth qomkeH ObITh BBIKITIOUYEH, KOTJIa Thl UM HE MoJib3yelnbcsi. He 3a0biBaii nHOT 12
MIPOBEPSTH 9TO.
Online urpst

CoBpeMEHHBIE OHJIAMH-UTPBI — OTO KpACOYHbIC, 3aXBaThIBAIOIIME pa3BJICUYCHUS,

00BEIUHSIONINE COTHU THICSAY YEJIOBEK M0 BceMy MUpy. Urpoku mccneayroT JaHHBIA UM
MUp, OOIIAITCS APYr C JIPYrOM, BBIMOJHSIOT 3aJaHMsl, CPAXAIOTCS C MOHCTpaMHU U
MOJTy4YalOT OTBIT. 3@ YIOBOJIBCTBUE OHU IUIATAT: MOKYMAIOT TUCK, OTNIAYMBAIOT A0OOHEMEHT
WIN MIPHOOPETAIOT KaKHe-TO OMIUH.

Bce 3tu cpeactBa uAyT Ha NOAJIEpPKAHME M PA3BUTHE MIPbl, a TAKXKE Ha camy
0€30MacHOCTb: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3AILIMH, BBITYCKAIOTCS HOBBIE MAT4H
(g poBbIe 3aIUIaTKU JUIsl TPOrpaMM), 3aKphIBAIOTCS YSI3BUMOCTH cepBepoB. B mo100HbIX



Urpax CTOUT OMNACaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJBKO KPaKH TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa cucreMa aBTOPU3ALINHU OOJIBIIMHCTBA Urp.
OcHOBHBIE  cOBeTbl MO  0€30MACHOCTM  TBOEr0  HMIPOBOI0  AKKAYHTA:
» Ecnu ipyroit urpok BeAeT ceds MI0X0 WM co3AaeT Tebe HENpUSITHOCTHU, 3a0JI0OKUpYM
€ro B CIIMCKE UTPOKOB;

* [Toxanyiicsi aAMUHUCTPATOPAM HUIPhI HA TUIOXOE MOBEACHUE 3TOTO0 UTPOKA, KEIATEIHHO
IIPUJIOKHUTH KaKUE-TO T0KA3aTeNIbCTBA B BUAEC CKPUHOB;

 He ykaswiBait mnunyto nHopMaIuio B npodaiie urpsl;

* YBaxkall APYIrux y4aCTHUKOB IO UTPE;

 He ycranaBnuBait Heo(uinaabHbIE TATYU U MOJIBL;

* Mcnionb3yil CI0KHBIE U PA3HbIE MTAPOJIH;

e Jlaxxke BO BpeMsl WIPbl HE CTOWUT OTKIKOYaTh aHTUBHpYyC. [Ioka ThI Wrpaenis, TBOU
KOMITBIOTEP MOTYT 3apPa3HTh.

OUIIUHT UM KPAXKa JTHYHBIX JAHHBIX

OOBIYHON Kpa)ked JIeHer W JOKYMEHTOB CErofHs YK€ HHUKOro He ynauBufib, HO ¢
Pa3BUTHEM HWHTEPHET-TEXHOJIOTMM 3JOYMBIIUICHHUKH IEPEMECTIINCH B WHTEPHET, U
IPOAOJDKAIOT 3aHUMATBCS «IHOOMMBIMY» JIeJIoM. Tak MOsSBHIIaCh HOBasl yrpo3a: HHTEPHET-
MOILIEHHUYECTBA WM (UIIMHT, TJaBHAs LEJdb KOTOPOTO COCTOUT B IOJY4YEHUU

KOH(QUICHIIMATBHBIX JaHHBIX IOJIh30BaTENIeli — JIOTMHOB W mapoiieii. Ha anrmmiickom
s3pike phishing yuraercs kak ¢umuar (ot fishing — peiOHas moBms, password —
MapoJib).

OcHoBHBIE COBeThI 10 00pbOe ¢ GUIIMHTOM:

» Cnenu 3a CBOMM aKkayHTOM. Eciid Thl 0o/103peBaeliib, YTO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOAUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aJMUHUCTPATOpPaM pecypca 00 3TOM Kak
MOKHO cKopee;
* Hcnonb3yii 6e30omacHble BEO-CAMTHI, B TOM YHCIIE, HHTEPHET-MAra3uHoB U MOUCKOBBIX
CUCTEM;

* Wcnonb3yil CIOXKHBIE W pa3Hble mapoiud. TakuM oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBINUICHHUKY TIOJIy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(HIIIO B CETH, a HE KO
BCEM;

* Eciiu Te0s1 B3nmomainu, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJICHBI y TEOS B IPY3bSIX, O TOM, YTO T€OS B3JIOMAIU M, BO3MOXKHO, OT TBOETO UMEHHU
OyZeT pacchbulaThCsl ClaM U CChUJIKU Ha (DUIIMHTOBBIE CAlTHhI;

* YcranoBu HagexHbli napoiib (PIN) Ha MoOuIbHBINM TenedoH;

* OTKJIIOYM COXpaHEHHE Mapois B Opaysepe;

» He oTkpbiBail (pailyibl 1 Apyrue BIOXKEHUS B MUChMAaX JIaKe €CJIM OHU MPUIILIH OT TBOUX
npy3eid. Jlydmie yTOYHM y HHX, OTOPABISIM JIM OHU Tebe dTu  (ailibl;
IHu¢pposasi penyranus

[MudpoBas pemyranus - 3T0 HEraTMBHAs WM MO3UTUBHAsA MH(pOpMalus B CETH O Tede.
KommpomeTupytomas wuHbopMamus pa3MelIeHHass B HWHTEPHETE MOXET CEPhE3HBIM
o0pa3oM oTpa3uTbcs Ha TBOeH peanbHOW Xu3HU. «lludpoBas pemyranus» - 3TO TBOU
UMUK, KOTOpbI (opmupyercs u3 wHbopMammu o TeOe B MHTEpHETE. TBOE MECTO
KUTENIbCTBA, Y4eObl, TBO€ (PMHAHCOBOE TMOJIOKEHHE, OCOOEHHOCTH XapaKkTepa U paccKa3bl
0 OJM3KHUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHor#e moAPOCTKH JIETKOMBICIICHHO OTHOCSITCS K MyOJUKAuy JTUYHOW WH(POpPMAIUUA B
HNHuTtepHeTe, HE MOHMMAas BO3MOYKHBIX MOCHEACTBUM. ThI Ja)ke HE CMOXKEUb 10ragaTbCs O



TOM, 4TO (poTorpadusi, pasmenieHHas 5 JeT Ha3aj, cTajga IPUUYMHON OTKa3a MPHUHSAThH TEOs
Ha paboTy.

KomMmmenTapuu, pazmenienue TBoux Gpotorpaduii u Apyrue AeUcCTBUS MOTYT HE UCUE3HYTh
JlaXe TMOCJe TOro, KaK Thl UX yAalulllb. Thl HE 3HACIb, KTO COXpPAHWI ATy UH(GOpPMAIIHIO,
noraJia Jid OHa B TOMCKOBBIE CUCTEMbI U COXPAHUJIACH JIU OHA, a IJIABHOE: YTO MOAYMAIOT
0 Tebe OKpy’Karollee JI0U, KOTOpble HAlAyT U yBUAAT 3T0. Haiitu undopmaruio MHOTO
JET CIYCTS CMOJXKET JIF0OOM — Kak W3 J0OphIX MOOYKICHW, TaK U C HaMEpEeHUEM
IIPUYUHUTD BpeEI. 910 MOXKET OBITh KTO YTOJIHO.
OcHOBHBIE COBETHI N0 3aIUTE HU(PPOBOI penyTanuu:

 [Togymaii, mpexae 4em 49To-TO MyOJWKOBAaTh M TepeaaBaTh y ceOs B Oiore WM B
COIIMAJIbHOM CETH;

» B HacTpoiikax mpodwisi yCTaHOBH OTPAaHWYCHUS HA TIPOCMOTP TBOETO MPOQUISI U €ro
COJIEPKUMOTO, CHIeTIail €T0 TOJIBKO IS IPY3ei»;

* He pa3Memaii u He ykasbiBail HHPOpPMAIIUIO, KOTOPasi MOXKET KOTO-TU00 OCKOPOIAThH
WM OOMXKAaTh.

ABTOpPCKOE NPaBO

CoBpeMeHHbIe MKOJIbHUKHU— aKTUBHBIE MOJIH30BATEIHN IIU(GPOBOro mpocTpaHcTBa. OgHaKo
JTAJIeKO HE BCE 3HAIOT, YTO IMOJH30BAHME MHOTHMH BO3MOKHOCTSIMH IU(POBOrO MHUpa
TpeOyeT coOroIeHus npas Ha MHTEJICKTYaJIbHYIO0 COOCTBEHHOCTb.
TepMUH «HUHTEIUIEKTyallbHasi COOCTBEHHOCTBY» OTHOCHTCS K Pa3JIMYHBIM TBOPCHHSIM
YEeJIOBEUECKOr0 yMa, HadyMHasd C HOBBIX H300PETCHWA W 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TPOAYKTHI M YCIyTH , W 3aKaHYWBasg KHUTaMH, (oTorpadusMu,
KHHO(DHIIEMaMH ¥ MY3bIKQJIBHBIMU TTPOU3BEICHUSMU.

ABTOpPCKHe MpaBa — 3TO MMPaBa Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MTPOU3BEICHUS
HAyKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KAa4e€CTBE TapaHTUHU
TOTO, YTO MHTEIUICKTYaIbHBIN/TBOPUECKHUI TPy aBTOpa HE OyJET HAMpacHBIM, JaCT MYy
CIIpaBe/UIMBbIE BO3MOXHOCTH 3apabdoTaTh Ha pe3yjbTaTaX CBOEro TpyAa, MOJIYYHThH
M3BECTHOCTh W mpu3HaHue. HukTo 6e3 paspemieHusi aBTopa HE MOXKET BOCIPOU3BOIUTH
€ro TPOU3BEACHHE, PACHpPOCTPaHATh, MYOJIMYHO JEMOHCTPUPOBATH, MPOIABATH,
UMIIOPTUPOBATh, MYCKaTh B MPOKAT, MyOJIMYHO HCIOIHATH, MOKA3bIBATH/HUCTIONHATH B
adupe wim pasmemats B UHTepHere.

Hcrnonp3oBaHne «IMUPATCKOTOY» MPOTPAMMHOTO 00€CTIEUEHUs MOKET TIPUBECTH K MHOTHUM
pUCKaM: OT TTOTEPH JTaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO yCTPOMCTBA, Ic
YCTaHOBJICHHBIN HE JieTajibHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JIeTalIbHBIE ¥ OeCIIaTHBIC MPOTPAMMBI, KOTOPBIE MOXHO HAWTH B CETH.



